






17 - Record Confidentiality

1. Requirements
2600.
17. Resident records shall be confidential, and, except in emergencies, may not be accessible to anyone other than

the resident, the resident’s designated person if any, staff persons for the purpose of providing services to the
resident, agents of the Department and the long-term care ombudsman without the written consent of the
resident, an individual holding the resident’s power of attorney for health care or health care proxy or a
resident’s designated person, or if a court orders disclosure.

Description of Violation
At approximately 10:20 a.m., there was a computer on the medication cart, unlocked and unattended, allowing access
to resident records.  

Plan of Correction Accept (  - 08/14/2026)
1. Regulation 2600.17 is important in order to safeguard each individual resident's healthcare privacy and maintain
HIPAA guidelines.
2. Licensed and non-licensed staff members received immediate education on the necessity of signing out of the
electronic medical record (Point Click Care) when leaving the medication cart to administer medications to maintain
confidentiality of resident records upon notification from the surveyor on 7/23/2026. The training stressed not relying
on the electronic medical record systems lock-screen feature as a safeguard for maintaining the confidentiality of the
resident's health records. Staff were instructed to actively log out to ensure confidentiality.
3. The administrator/designee educated all staff able to administer medications regarding the requirements of
keeping residents' medical records confidential, with an emphasis on not utilizing the lock-screen feature within the
EMR system, in addition to keeping residents' records confidential and accessible only to the resident, their
designated person, staff providing care, agents of the Department or longe term care ombudsman.
4. The administrator/designee will audit computers being utilized during medication administration to ensure
residents' medical records information cannot be accessed by anyone not authorized three times weekly for the first
month, then once weekly for an additional three months to maintain ongoing compliance.
5. All audits will be reported to the QAPI committee.

Licensee's Proposed Overall Completion Date: 11/30/2026

Implemented (  - 09/01/2026)

183b - Meds and Syringes Locked

2. Requirements
2600.
183.b. Prescription medications, OTC medications, CAM and syringes shall be kept in an area or container that is

locked. This includes medications and syringes kept in the resident’s room.
Description of Violation
Resident #1 is able to self-administer refresh eye drops with no assistance. The resident does not lock the medications
up in a secure location, nor does the resident lock their room when they leave. 

Plan of Correction Accept (  - 08/17/2026)
1. Regulation 2600.183(b) is important because it ensures that medications and syringes will be kept safe from
contamination, spillage, theft, or from fellow residents who are unable to self-administer medications ensuring no
harm to themselves.
2. Education was provided to resident after Refresh Eye Drops were observed unsecured in the resident's room. The
resident was informed that all medications, including over the counter, complementary and alternative, and syringes,
must be stored in a locked area or container when kept in the resident's room. The resident agreed to keep  eye 
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drops secured in the locked bedside stand and a new key to the nightstand was provided to the resident.
3. The administrator/designee will re educate all residents who self administer medications on the regulatory
requirements of proper medication storage via a locked space in each resident room or by locking the bedroom door
if resident is not present in the room.  Administrator will provide re education to residents who self administer
medication during Resident Council on Friday, August 21, 2026, and will provide a copy of the education to any
resident who is unable to attend Resident Council by August 31, 2026.
4. The administrator/designee will audit residents' rooms that self administer medications to verify all medications
are stored securely weekly for one month and monthly for an additional three months. If the residents who self
administer medications are unable to keep medications secure as required, staff will consult the physician or nurse
practitioner to determine whether staff should assume responsibility for managing and storing the resident's
medications.
5. All audits will be reported to the QAPI committee.

Licensee's Proposed Overall Completion Date: 11/30/2026

Implemented (  - 09/01/2026)
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