






17 - Record Confidentiality

1. Requirements
2600.
17. Resident records shall be confidential, and, except in emergencies, may not be accessible to anyone other than

the resident, the resident’s designated person if any, staff persons for the purpose of providing services to the
resident, agents of the Department and the long-term care ombudsman without the written consent of the
resident, an individual holding the resident’s power of attorney for health care or health care proxy or a
resident’s designated person, or if a court orders disclosure.

Description of Violation
On  at 9:28 AM, the electronic medication system (eMAR) system was unlocked, unattended, and accessible atop
the medication cart across from bedroom   The eMAR system permitted access to resident information like names,
diagnosis, and prescribed medications including for Resident .
 
On  at 9:38 AM, an eMAR terminal in the second floor hallway was unlocked, unattended and accessible and
permitted access to resident information like names, diagnosis, and prescribed medications including for Resident .  

Plan of Correction Accept ( - 07/30/2026)
On 07/01/2026- During building rounds with lead Department of Human Services inspector . The
lead inspector, pressed keys on the medication cart laptops, upon pressing keys, it opened up the privacy screen that
was in place prior to the laptop keys being pressed to reveal resident information.  Fitz Farm staff, as instructed by
Quick Mar, (provider of the medication record electronic program) were using the privacy screen by clicking the black
sunglasses, to protect resident information.
On 07/01/2026- Executive Operations Officer immediately notified Area General Manager of the software issue.
On 07/01/2026- Resident Wellness Director notified Integracare Regional Nurse, Regional Nurse contacted Quick
Mar to report the concern.
On 07/01/2026- Quick Mar updated the privacy safety feature on medication cart laptops later that day. The system
now requires the user to enter their username and password to access resident confidential information. 
On 07/01/2026 - Resident Care Director informed Fitz Farm staff of the updated safety feature.
On 07/02/2026- Executive Operations Officer and Resident Wellness Director updated Department of Human
Services inspectors shortly after they arrived for the second day of inspection of the above. That it was corrected on
07/01/2026.
On 07/02/2026- Lead inspector  checked the laptops on the medication carts to verify that the issue
was addressed and corrected. 

See attached summary and statement from Resident Wellness Director.
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